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Did you know that as a health worker, you are one of the most trusted sources people 
have for their questions about vaccination? You also can have a positive impact on 
vaccination behavior, even among patients who are questioning vaccines. With the 
growing threat of vaccine misinformation spreading both online and offline, your 
role in strongly advocating for vaccines and responding to questions and concerns 
is more important than ever. Trust is the backbone of the Expanded Program 
on Immunization (EPI), and your relationship with the community is key to that 
trust – especially as science deniers seek to keep people from getting vaccinated.

Did you know? 

People who have been exposed to misinformation about vaccines are 
less likely to want to get vaccinated – even if they have had their shots 
in the past.

This guide is designed to help you fight back against vaccine misinformation. It 
includes information on how and why misinformation spreads; how to combat it; and 
how to talk to people who are having doubts about vaccination, whether they are 
patients, community members, or fellow health workers. 

As you are reading, keep in mind that making sense of human behavior is complex 
and includes many different factors. Correcting misinformation is not a silver bullet 
for getting people vaccinated, but it will help.

Did you know? 

The sheer amount of information that people are exposed to each day 
means that, inevitably, misinformation is going to be shared, even by 
people who would not intentionally spread rumors.

Introduction
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Part 1: 

What is 
misinformation? 
Identifying it and 
understanding its pull

This guide refers to all false information, whether it is spread maliciously or 
not, as misinformation.  

Misinformation spreads faster and farther than the truth – it is specifically 
designed to go viral by being persuasive and emotional, offering simplistic 
explanations for complex situations, filling information gaps (especially during 
crises, as was seen during the COVID-19 pandemic), fitting people’s worldviews, 
and making them feel like they belong to a community. Misinformation tends 
to be more successful when there appears to be a kernel of truth to it.  
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Where does vaccine 
misinformation come from? 
Misinformation is big business – especially for the handful of “superspreading” 
individuals who are responsible for originating the majority of vaccine 
misinformation online. Several of these science deniers earn six-figure US dollar 
salaries annually through selling supplements, food, and “secret cures,” as well as 
books and videos about proclaimed public health hoaxes and conspiracy theories; 
speaking fees; donations; membership fees to access their content; classes on topics 
like vaccine-free parenting and activism; “wellness retreats”; and affiliate marketing, 
where they pay each other to promote their products.  

Social media platforms benefit from these individuals, as their vaccine misinformation 
content drives traffic and engagement on the social media platforms. Likewise, social 
media platforms are also key sources for science deniers to grow their customer bases; 
the algorithms tend to create echo chambers, which can isolate users from legitimate 
sources of information on vaccines. 

Technology has also made it increasingly easy for almost anyone to create and share 
digital content with vaccine misinformation. Online platforms enable people to share 
information quickly and without much thought – information that is not usually 
challenged by friends, family, and community members.

Did you know?

Science deniers know how to work social 
media algorithms to their advantage, 
creating content that preys on the 
questions vaccine-hesitant people 
have and subverting scientists and 
experts who support vaccination 
with scientific facts.
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spread so widely? 
In general, people seek out information that confirms what they already 
believe – human beings love to feel vindicated and love to be right!  

The public way in which information is consumed on social media – for example, users 
can see if any of their friends have engaged with a piece of content – can also serve 
as a de facto endorsement of that content without people having to say a word. 
People’s desire to belong to a group or a “tribe” can motivate them to share content 
that would show they belong. Within these social media echo chambers, people 
can confirm their identities and share their worldviews without much fear of major 
disagreement.

Common tactics used 
in vaccine misinformation  
Misinformation erodes trust in science, which in turn makes people more susceptible 
to falling for it. However, understanding the tactics used by science deniers to spread 
misinformation can make it easier for people to spot misinformation and not spread 
it further.

“INNOCENT BABY 

TRAGICALLY DIES 

MONTHS AFTER 

GETTING VACCINATED” 

Evoking strong emotions, 
especially fear, anger, disgust, 
superiority, or sadness

Pushing conspiracy theories to 
explain things, tap into deep-
seated fears, or vilify groups 

Tactic

Example

“BIG PHARMA 

CEOS INVENTED 

THIS VIRUS JUST 

TO SELL MORE 

VACCINES!” 
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Impersonating experts

CREATING FAKE SOCIAL MEDIA 
ACCOUNTS USING PICTURES AND 
SIMILAR NAMES OF WELL-KNOWN 
GOVERNMENT OFFICIALS, SCIENTISTS, 
OR MEDICAL AUTHORITIES 

Inventing “experts” and 
studies to add credibility  

Appealing to nature

Setting impossible 
standards for vaccines 

“DR. F.N. FACTS 

SAYS HER 

STUDY FOUND 

CHILDHOOD 

VACCINES 

LOWERED IQ BY 

10 POINTS.” 

“UNLESS 

THE VACCINE 

IS 100% 

EFFECTIVE IN 

PREVENTING 

ILLNESS 

AND HAS 

ABSOLUTELY 

NO RISKS, IT 

SHOULDN’T 

BE USED.” 

“WE SHOULD JUST TRUST 
NATURE TO DO ITS THING. 
NATURAL IMMUNITY IS 
SO MUCH BETTER THAN 
IMMUNITY FROM VACCINES.” 
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Trolling (expressing extreme opinions 
to egg on other users, attack 
naysayers) / Polarizing or politicizing 
vaccination to create division 

Discrediting experts 
who support vaccination 

“ANYONE TELLING 
YOU TO GET YOUR 
CHILD VACCINATED 
IS TRYING TO 
CONTROL YOU! 
DON’T FALL FOR IT! 
DON’T BE A SHEEP!” 

“THIS DOCTOR SAYS THE VACCINE’S RISK 
OF MYOCARDITIS IS TOO GREAT FOR 
CHILDREN TO GET THAT SHOT, WHICH 
PROVES THAT VACCINATION IS UNSAFE.” 

“WHY SHOULD WE LISTEN TO 
HIM ANYWAY? HE GETS PAID BY PHARMACEUTICAL COMPANIES TO PUSH VACCINES!” 

Selectivity in sources, not disclosing that 
the majority of experts disagree 
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Relying on anecdotes 
instead of data to make 
a point 

“DID YOU HEAR 
THE STORY ABOUT 
MY SISTER’S 
NEIGHBOR? 
HER SON GOT 
VACCINATED AND 
WAS DIAGNOSED 
WITH AUTISM LATER 
THAT MONTH.” 

Using false logic 
“MY NEIGHBOR GOT THE 

FLU SHOT AND STILL GOT 

SICK. THE FLU VACCINE IS 

WORTHLESS.”

Distorting factually 
correct information 
(Note: These will 
generally not be flagged 
as misinformation on 
social media platforms, 
as they are technically 
true) 

“A ‘HEALTHY’ DOCTOR DIED 

TWO WEEKS AFTER GETTING 

A COVID-19 VACCINE; CDC 

IS INVESTIGATING WHY.” 
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misinformation online  
Because it is impossible to remove every false piece of information from the Internet, 
the best defense is to teach people to understand and spot it. Be on the lookout for 
the following: 

Check Be wary of Look for

The URL

“About Us” and “Staff” 

The date

Endings with .lo, .co 
(in English-speaking 
countries), .offer, .infonet

Blank or missing text 
about the mission, 
location, staff, etc. of the 
outlet 

Sites that claim to be 
alternate news, conspiracy 
theory sites, hoaxes, satire 

Articles that were 
published in the past that 
have been resurrected

Endings with .com, .org, or 
government URLs specific 
to your country 

Snopes.com has a list 
of known fake news 
websites; check this to 
see if the website you are 
looking at is on it

Well-known and respected 
news outlets

Recent articles
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Check Be wary of Look for

The byline

Grammar 

Content (read beyond the 
headline!) 

Links within the article 

Outrageous author bios 
(i.e., claims of many 
prestigious awards for a 
journalist who does not 
appear on an Internet 
search) 

The same photo used for 
multiple authors 

Spelling and grammar 
errors 

The use of many 
exclamation points or 
question marks in a 
row!!!??? 

Text in ALL CAPS 

Nonsensical or absurd text, 
like attributing quotes to 
animals 

Made-up experts, 
organizations, and quotes 
(search names online to 
determine if they are real) 

Invented data and figures 

Broken links 

Links that go to other 
suspicious websites 

Legitimate journalists who 
exist in real life 

Content that has been 
copyedited for spelling 
and grammar mistakes 

Content that makes sense 

Real-life experts 

Data that match what 
official sources (such as 
government or United 
Nations agencies) have 
published 

Links that go to 
legitimate, trusted sites 
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Check Be wary of Look for

Images 

Other content on the site 

Interactions 

Your biases 

Images that look edited: 
blurry, jagged edges, 
warped 

Images taken from other 
websites 

AI-generated images 
(often look slightly off; for 
example, people have too 
many fingers) 

Other stories that look 
suspicious or nonsensical 

Many comments that seem 
to be from trolls or bots 

Content that confirms 
your suspicions or beliefs 

Content that evokes 
strong emotions 
(especially fear, anger, 
sadness) 

Use Google Reverse Image 
Search to see where the 
image originated from 

Legitimate stories that 
have been covered by 
trusted news outlets 

Engagement from real 
people (Note: Sometimes 
real articles will still get 
attacked by bots or trolls) 

Stories that expand your 
knowledge or worldview 
on a topic 
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Be aware that some people who spread misinformation will put false “fact-checked!” 
labels or badges on their content. Be wary and research who has claimed to have 
done the fact-checking. 

Did you know?

There are fact-checking organizations that you can turn to if you 
suspect you have encountered a piece of misinformation and would 
like to confirm if it is true or false; there is a good chance it has 
already been reported and responded to. Check www.snopes.com, BBC 
Verify, PolitiFact, or FactCheck.org. You can also email FactCheck if you 
encounter new misinformation that has not been debunked.
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http://www.snopes.com
https://www.bbc.com/news/bbcverify
https://www.bbc.com/news/bbcverify
https://www.politifact.com
https://www.factcheck.org


Part 2: 

Strategies to fight 
back against vaccine 
misinformation in the 
clinical setting and 
community

As the face of the EPI and a vaccine hero, you and your fellow 
health workers have a critical role to play in fighting vaccine 
misinformation: not only are you able to counsel patients and 
community members on the scientific evidence in favor of 
vaccines’ safety and effectiveness, you are also uniquely 
positioned to hear about new vaccine-related rumors as 
they sprout up. If you start hearing the people who 
are coming in for health services talking about a new 
vaccine myth that you had not heard before, speak 
to your EPI manager and see how you can share 
that information with the risk communications or 
social listening team in your country’s Ministry 
of Health. They will want to know what is being 
said so they can respond. 

You can also share the information on how to 
spot vaccine misinformation (see Part 1) with 
your patients and friends to keep it from 
spreading in your community.  
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General rules for correcting 
misinformation in any setting  
To maintain trust and be more effective at correcting misinformation, follow these 
tips: 

Be kind and nonjudgmental. 
Do not mock or make people feel bad 
for asking about misinformation, no 
matter how absurd it sounds to you; 
they should feel comfortable coming 
to you with their questions. Correcting 
misinformation is most effective when 
it is done by a trusted source, and you 
want you and your team to continue to 
be that source.

Listen closely to understand what 
is at the root of what the person is 
asking. What do they need? Assurance 
that they are doing the right thing? 
Medical advice? What can you offer 
them?

Remember, correcting 
misinformation alone does not 
guarantee that someone will get 
vaccinated. Some conversations 
may have to be repeated. Behavior 
is complex and dependent on many 
factors. 

ST
RA

TE
G

IE
S 

TO
 F

IG
HT

 B
AC

K 
AG

AI
N

ST
 V

AC
CI

N
E 

M
IS

IN
FO

RM
AT

IO
N

 IN
 T

HE
 C

LI
N

IC
AL

 S
ET

TI
N

G
 A

N
D 

CO
M

M
U

N
IT

Y



14

CO
M

BA
TI

N
G

 F
AL

SE
 IN

FO
RM

AT
IO

N
 O

N
 V

AC
CI

N
ES

: A
 G

U
ID

E 
FO

R 
HE

AL
TH

 W
O

RK
ER

S Approaches to fighting 
misinformation  
Two tactics you can use to fight misinformation are prebunking, which happens 
before an individual is exposed to misinformation, and debunking, which seeks to 
correct misinformation that somebody has already consumed. Neither approach is 
perfect, and researchers are still studying how to make interventions more effective 
given specific populations and situations. 

Prebunking 

Prebunking “inoculates” you against misinformation the way a vaccine inoculates you 
against pathogens.  

A critical part of prebunking is warning individuals that they might encounter 
misinformation about vaccines; if you are aware of a specific new rumor going 
around, you can give them a “weakened” version of the misinformation. After you 
warn them of the misinformation, provide them with the truth that you want them 
to remember. This might sound like: 

“I wanted to let you know that you might 
hear some rumors about the vaccines your 
child needs to stay healthy. There is new 

misinformation spreading about the MMR 
vaccine specifically right now; you might hear 

that if your child gets this shot, they’ll go 
blind. That isn’t true. The MMR vaccine is very 

important for keeping your child healthy, and I 
strongly suggest that your child gets this shot 

in order to protect her from dangerous diseases 
like measles.” 
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Prebunking can be “therapeutic” in that it can still work for people who have been 
exposed to misinformation but do not fully believe it yet. And like some vaccines, its 
effectiveness can lessen with time – “boosters” may be needed. Be ready to remind 
patients about misinformation multiple times to ensure their defenses stay ready.

Did you know? 

Online games like Go Viral!, Bad News, Harmony Square, and Cranky 
Uncle are a fun, interactive way to learn about misinformation and 
strengthen prebunking efforts.

Debunking 

Debunking seeks to correct misinformation in an individual’s mind and replace it with 
the truth – a tricky task, given how “sticky” misinformation is.  

When debunking, lead with simple facts and make it clear that the misinformation 
you are referring to is false. Follow the myth with further information as to why it is 
not true, then end by repeating the fact. This might sound like:

“Vaccines are safe for people to receive in the 
long and short term. There is a common rumor 
that the MMR vaccine causes autism, but there 

is no link between any vaccine and autism. 
A single study, which was poorly designed 
and already discredited, reported such an 

association in 1998. Since then, hundreds of 
well-designed studies have confirmed that this 

vaccine is safe and effective.” 
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good because it exposes people to the very misinformation you want them to avoid. 
However, recent research has shown that this is not a serious concern and that it is 
better to consistently debunk.

Did you know? 

You can help stop the spread of misinformation by reporting it on 
social media platforms and never sharing content unless you are 
positive it is true. Teach others to do the same!



Part 3: 

Supporting peers 
and patients to trust 
immunization 

Health workers are exposed to misinformation just as the general public is, and 
they may see things that make them second-guess what they have learned in 
their training about the importance of vaccination. If you see that one of your 
colleagues is starting to doubt the safety or effectiveness of one of the vaccines 
your country offers, it is important to speak to them or to your EPI manager in 
order to get them the support and information they need before their doubts 
influence others around them. 

Similarly, you are likely to encounter patients and community members with 
questions about vaccine misinformation more and more until social media 
platforms take more aggressive action to stop it. You can both teach them 
about how to spot misinformation and give them correct information when 
you speak.
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Regardless of who you are talking to, follow these tips for a more successful 

conversation:

Make them feel comfortable. Be kind, nonjudgmental, and open to 
what questions or doubts are being expressed. Be humble and avoid 
preaching. Do not make them feel like you are attacking them or their 
values – studies have found that people who feel judged are less likely to 
accept vaccination. 

Demonstrate active listening, repeating back what they have said to make 
sure you understand and that they feel heard (“I understand that you’re 
having doubts about getting the COVID vaccine because you’re concerned 
there might be unknown long-term effects, is that correct?”). 

Be transparent about risks and uncertainties, as doing otherwise will break 
trust and push people to believe more in the misinformation.  

Do not label someone who has previously been vaccinated or supported 
vaccination as anti-vaccine just because they are expressing some 
skepticism based on misinformation they have been exposed to. 

Find common ground and values: everyone wants to do what is best to 
keep themselves, their family, and their communities safe and healthy. 

Always leave the door open for future conversations.  

Health workers 
When discussing vaccination with fellow health workers, keep in mind the following: 

Emphasize the overwhelming scientific consensus in favor of vaccines’ 
safety and effectiveness. Scientists, medical professionals, and other 
experts strongly agree that vaccines are safe and effective at saving lives. 

Remember that some health workers’ risk perceptions for diseases may 
be lower if they do not feel the need to get vaccinated because they have 
been exposed to diseases like COVID-19 and influenza and have been 
OK. However, being lucky in the past does not mean that that luck will 
continue for future infections. 

Show that you trust the science: talk about why you yourself and/or your 
loved ones have been vaccinated. Personal stories can help people see 
beyond data that might not mean much to them.  
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Patients and community 
members 
Remember that vaccine-hesitant patients or caregivers might be more susceptible 
to vaccine misinformation because people tend to seek out information that 
reflects what they already believe. With that in mind, try to follow these tips in your 
conversations with individuals who express doubt about vaccination:

Start and end with strong, confident, unambiguous recommendations for 
vaccination. This is known as the presumptive approach; it might sound 
like, “Your child is due for three shots today.” Make eye contact.  

If a patient expresses doubt following the recommendation, use 
motivational interviewing (MI). Here, you can: 

Ask open-ended questions to help you understand what your 
patient is thinking. For example, “What have you heard about 
this vaccine?” 

Reflect on what the patient has said. For example, “It sounds 
like you’re worried that these vaccines will overwhelm your 
daughter’s immune system, based on what you’ve seen online.” 

Affirm your patient so they feel seen and heard by you. For 
example, “I see you really care about this and want to do 
what’s best for your child.”  

Offer to share more information. For example, “Can I tell you 
why I would give my son these shots today?” 

Support the patient’s autonomy. For example, “At the end of 
the day, the decision is in your hands.”  

Repeat your recommendation to proceed with vaccination. For 
example, “My recommendation is to give these shots today. 
Should we go ahead and do that?” 

Be transparent about risks – both the minor and rare ones that can 
come from vaccination, as well as the very serious ones from not being 
vaccinated. Help them understand that the risks of being unvaccinated 
and facing severe disease or death are far greater than any risks associated 
with vaccines. Remind them that there are risks with things people do 
every day, from riding in a car to taking medication. Help them readjust 
risk perceptions that might have been skewed by misinformation. 
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vaccines but then decided to get vaccinated. Hearing personal stories from 
similar people can be extremely impactful. 

Do not overwhelm them with information. Avoid technical jargon. 
Demystify language used to cause fear in misinformation.  

Personalize the conversation to meet the needs and respond to the 
questions specifically asked by each individual. 

If you are in a discussion with someone who is strongly refusing 
vaccination, do not spend much time and energy arguing with them; it is 
unlikely to make a difference. Do make your stance in favor of vaccination 
abundantly clear, as they might take silence as a sign you agree with them. 

Remember that some conversations may need to be repeated – start 
talking about the benefits of vaccination early on in your relationship and 
continue to emphasize it as your relationship continues (this is especially 
important for health workers providing pediatric and maternal care).

Remember! 

People who do not get solid answers from health workers about 
vaccination will seek out other sources for it, putting them at risk of 
exposure to misinformation. 
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Conclusion 

Health workers – the face of the EPI and the vaccine heroes working on the ground 
every day to protect their communities from dangerous vaccine-preventable 
diseases – can also be heroes in the fight against misinformation, which threatens 
vaccine uptake around the Americas. Health workers can learn about misinformation, 
how to identify it, and how to stop its spread, then share this information with their 
peers, patients, and community members. Health workers can also support individuals 
who express doubt about vaccines by kindly and transparently providing them with 
correct information and strong recommendations in favor of vaccination. 
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Combating false information on vaccines: A guide for health workers is designed 

to help health workers address vaccine misinformation. It begins by defining 

misinformation and explaining why it spreads rapidly, often due to its emotional 

appeal and simplistic explanations. The guide identifies common sources of vaccine 

misinformation, including influential individuals who profit from spreading false 

information. It outlines strategies for combating misinformation, emphasizing the 

importance of health workers as trusted sources. It provides tips for identifying 

misinformation online, such as checking URLs, dates, and author credentials, and 

recognizing tactics like evoking strong emotions or pushing conspiracy theories. 

Two main approaches to fighting misinformation are discussed: prebunking and 

debunking. Prebunking involves warning individuals about potential misinformation 

before they encounter it, while debunking aims to correct false information after 

it has been consumed. The guide offers practical examples for both methods. 

Additionally, the guide highlights the role of health workers in supporting peers 

and patients to trust immunization. It suggests being kind, nonjudgmental, and 

transparent when addressing concerns, and using motivational interviewing 

techniques to understand and respond to patients’ doubts. Overall, the guide 

emphasizes the critical role of health workers in maintaining trust in vaccines and 

provides comprehensive strategies to identify, address, and prevent the spread 

of vaccine misinformation in clinical and community settings. The guide is a 

valuable resource for health workers to enhance their ability to combat vaccine 

misinformation, support informed decision-making, and promote trust in vaccines 

within their communities. It addresses this pressing issue with practical solutions, 

supports trusted health workers, and ultimately aims to protect public health by 

promoting accurate information and trust in vaccines. 
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